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SAML Request
<Request xmlns="urn:oasis:names:tc:SAML:1.0:protocol" IssueInstant="2007-02-14T15:39:54Z" MajorVersion="1" MinorVersion="0" 

RequestID="e3c8c47e0c849bc85320ea1cbb8ad917" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" 
xmlns:samlp="urn:oasis:names:tc:SAML:1.0:protocol">

 <RespondWith>saml:AuthorizationDecisionStatement</RespondWith>

 <RespondWith xmlns:rw="opensciencegrid:authorization:saml">rw:ObligatedAuthorizationDecisionStatement</RespondWith>

 <AuthorizationDecisionQuery Resource="/DC=org/DC=doegrids/OU=Services/CN=fcdfosg1.fnal.gov">

  <Subject xmlns="urn:oasis:names:tc:SAML:1.0:assertion">

   <NameIdentifier>/DC=org/DC=doegrids/OU=People/CN=Igor Sfiligoi 673872</NameIdentifier>

  </Subject>

  <Action xmlns="urn:oasis:names:tc:SAML:1.0:assertion" Namespace="opensciencegrid:authorization">access_as_local_identity</Action>

  <Evidence xmlns="urn:oasis:names:tc:SAML:1.0:assertion">

   <Assertion AssertionID="bc1cbaf00742737c2299f1baa88290eb" IssueInstant="2007-02-14T15:39:54Z"

       Issuer="/C=CH/O=CERN/OU=GRID/CN=host/lcg-voms.cern.ch" 

       MajorVersion="1" MinorVersion="0" xmlns="urn:oasis:names:tc:SAML:1.0:assertion" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" 
xmlns:samlp="urn:oasis:names:tc:SAML:1.0:protocol">

    <AttributeStatement>

      <Subject><NameIdentifier>/DC=org/DC=doegrids/OU=People/CN=Igor Sfiligoi 673872</NameIdentifier></Subject>

    <Attribute AttributeName="FQAN" AttributeNamespace="opensciencegrid:authorization" xmlns:xsd="http://www.w3.org/2001/XMLSchema" 

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">  

      <AttributeValue>/cms/Role=NULL/Capability=NULL</AttributeValue>

     </Attribute>

    </AttributeStatement>

   </Assertion>

  </Evidence>

 </AuthorizationDecisionQuery>

</Request>



   

SAML +XACML Accept
<samlp:Response InResponseTo="e3c8c47e0c849bc85320ea1cbb8ad917" IssueInstant="2007-02-14T15:39:55.131Z" MajorVersion="1" 

MinorVersion="1" Recipient="/DC=org/DC=doegrids/OU=Services/CN=fcdfosg1.fnal.gov/CN=1452875935" 
ResponseID="ef1e17ade1dbc5d373c64c6ba6bacc2c" xmlns="urn:oasis:names:tc:SAML:1.0:protocol" 
xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" xmlns:samlp="urn:oasis:names:tc:SAML:1.0:protocol">

 <Status xmlns="urn:oasis:names:tc:SAML:1.0:protocol">

  <StatusCode Value="samlp:Success" xmlns="urn:oasis:names:tc:SAML:1.0:protocol"/>

 </Status>

 <Assertion AssertionID="b671adee084e10bef65fd054c8ea98b7" IssueInstant="2007-02-14T15:39:55.131Z" Issuer="fermigrid3.fnal.gov" 

MajorVersion="1" MinorVersion="1" xmlns="urn:oasis:names:tc:SAML:1.0:assertion" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" 
xmlns:samlp="urn:oasis:names:tc:SAML:1.0:protocol">

  <Conditions NotBefore="2007-02-14T15:39:55.131Z" NotOnOrAfter="2007-02-14T15:49:55.131Z" xmlns="urn:oasis:names:tc:SAML:1.0:assertion"/>

   <ObligatedAuthorizationDecisionStatement Decision="Permit" Resource="/DC=org/DC=doegrids/OU=Services/CN=fcdfosg1.fnal.gov" 

xmlns="opensciencegrid:authorization:saml">

   <Subject xmlns="urn:oasis:names:tc:SAML:1.0:assertion">

     <NameIdentifier xmlns="urn:oasis:names:tc:SAML:1.0:assertion">

          /DC=org/DC=doegrids/OU=People/CN=Igor Sfiligoi 673872

     </NameIdentifier>

   </Subject>

  <Action Namespace="opensciencegrid:authorization" xmlns="urn:oasis:names:tc:SAML:1.0:assertion">access_as_local_identity

  </Action>

 <XACMLObligation FullfillOn="Permit" ObligationId="opensciencegrid:authorization:UserIdObligation" xmlns="opensciencegrid:authorization:saml">

   <AttributeAssignment AttributeId="opensciencegrid:authorization:attribute:UserId" Datatype="http://www.w3.org/2001/XMLSchema#string" 

xmlns="opensciencegrid:authorization:saml">

     uscms466
   </AttributeAssignment>

  </XACMLObligation>

  </ObligatedAuthorizationDecisionStatement>

 </Assertion>

</samlp:Response>



   

<Request xmlns="urn:oasis:names:tc:SAML:1.0:protocol" IssueInstant="2007-02-13T20:58:05Z" MajorVersion="1" 

MinorVersion="0" RequestID="d287b716b478ef44c1beb78cddc7b498" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" 
xmlns:samlp="urn:oasis:names:tc:SAML:1.0:protocol">

 <RespondWith>saml:AuthorizationDecisionStatement</RespondWith>

 <RespondWith xmlns:rw="opensciencegrid:authorization:saml">rw:ObligatedAuthorizationDecisionStatement</RespondWith>

 <AuthorizationDecisionQuery Resource="/DC=org/DC=doegrids/OU=Services/CN=fgtest1.fnal.gov">

   <Subject xmlns="urn:oasis:names:tc:SAML:1.0:assertion">

      <NameIdentifier>sfiligoi</NameIdentifier>

    </Subject>

   <Action xmlns="urn:oasis:names:tc:SAML:1.0:assertion" 

Namespace="opensciencegrid:authorization">access_as_local_identity</Action>

 </AuthorizationDecisionQuery>

</Request>

SAML Request



   

<samlp:Response InResponseTo="d287b716b478ef44c1beb78cddc7b498" IssueInstant="2007-02-13T20:58:06.099Z" 

MajorVersion="1" MinorVersion="1" Recipient="/DC=org/DC=doegrids/OU=Services/CN=fcdfosg1.fnal.gov/CN=2082632616" 
ResponseID="d06703c0a86788c141831bfdac1b97d3" xmlns="urn:oasis:names:tc:SAML:1.0:protocol" 
xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" xmlns:samlp="urn:oasis:names:tc:SAML:1.0:protocol">

 <Status xmlns="urn:oasis:names:tc:SAML:1.0:protocol">

  <StatusCode Value="samlp:Success" xmlns="urn:oasis:names:tc:SAML:1.0:protocol"/>

 </Status>

 <Assertion AssertionID="ee3ec04b4dfeb3eb8756e18e82a7ff49" IssueInstant="2007-02-13T20:58:06.099Z" Issuer="Unknown" 

MajorVersion="1" MinorVersion="1" xmlns="urn:oasis:names:tc:SAML:1.0:assertion" 
xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" xmlns:samlp="urn:oasis:names:tc:SAML:1.0:protocol">

  <Conditions NotBefore="2007-02-13T20:58:06.099Z" NotOnOrAfter="2007-02-13T21:08:06.099Z" 

xmlns="urn:oasis:names:tc:SAML:1.0:assertion"/>

  <AuthorizationDecisionStatement Decision="Indeterminate" 

Resource="/DC=org/DC=doegrids/OU=Services/CN=fgtest1.fnal.gov" xmlns="urn:oasis:names:tc:SAML:1.0:assertion">

   <Subject xmlns="urn:oasis:names:tc:SAML:1.0:assertion">

    <NameIdentifier xmlns="urn:oasis:names:tc:SAML:1.0:assertion">sfiligoi</NameIdentifier>

   </Subject>

   <Action Namespace="opensciencegrid:authorization" 

xmlns="urn:oasis:names:tc:SAML:1.0:assertion">access_as_local_identity</Action>

  </AuthorizationDecisionStatement>

 </Assertion>

</samlp:Response>

SAML + XACML Deny


